Save THOUSANDS of
Hours and Many
Iterations

. CMMC IT Creating documentation from scratch is

Documeﬂau.:», Toolki challenging, time-consuming, and
tedious.
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The fact of the matter is that
downloading something free from the
internet does not work.

Leverage our real-world experience
creating effective and profitable
Cybersecurity Compliance Programs
for clients that we have refined over
three years to streamline the process
and ensure success.

The CMMC Documentation Toolkit is 21 MB and 204 Word/PDF Template files ready to be
edited with your company’s information.

The CMMC IT Documentation Toolkit is a step-by-step guide for setting up and maintaining
a Cybersecurity Compliance Program using NIST 800-171 Controls. We've created
functional and scalable documentation and guides to help you easily implement and
sustain CMMC compliance.

Get the Toolkit and accountability to implement and successfully pass a CMMC Level 2
Assessment successfully.

AchievaTech Incorporated — Ottawa - Ontario - Canada - 613-833-0984
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Running Your Compliance Team

Organization of your Compliance Team is critical to assure:
Everyone understands their role on t..

CMMC | NIST 800-171 Gap Assessment Resources

Here you'll find resources to help you perform gap and

readiness assessments for clients. From t...

CMMC Compliance Program Onboard Resources
Kicking off the services is vital to set expectations with the
client and explaining that you are...

External Service Provider Suitability
When you are managing your client's CMMC Compliance
Program and there are External Service Provid...

Customer Responsibility Matrix (formerly SRM)

CMMC is NOT just the responsibility of the MSP or MSSP.
There is shared responsibility. If you do...

Information Security Policies
There is a singular Information Security Policies document
with concise and clear polices that ma...

Acceptable Use & Alternative Worksites

Acceptable Use Policy, which will serve as your "Rules of
Behavior” when NIST 800-171rev3 is rele...

Data Flow and Information Sensitivity Plan

Here you will find a template for a Data Flow Diagram. Before
you can make any recommendations fo...

Business Continuity & Disaster Recovery Plan
Although Recovery and a plan for each domain was remaoved
from CMMC 2.0, every business needs a BC...

Incident Response Plan

The Incident Response Plan includes a Roles &
Responsibilities Matrix, as well as Tabletop Exerci...
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Reporting Incidents in the DoD Supply Chain

DFARS 252,204-7012 Safeguarding Covered Defense
Information and Cyber Incident Reporting, inciden...

Training & Awareness Plan

Keep track of training delivered to employees, key staff, and
IT administrators with this plan. ¥...

Cyber Security Training Presentations

Included here are 3 templates to use for General Cyber
Security Awareness, Information Handling G...

Asset Management Plan | IT Roadmap

Use this spreadsheet as a collaborative document to track
upcoming projects and initiatives, budg...

Systems Security Plan (SSP)

We recommend using FutureFeed or InetlliGRC so that your
S5P is automatically generated and maint...

GRC Program Management & Resources

Risk Management Plan lays out the mechanisms for
Governance, Regulatory requirements, and Complia...

Supply Chain Risk Management (SCRM)

Supply Chain Risk Management is part of a robust
Cybersecurity Compliance Program. SCRM is NOT re...

SOP Templates & Organizing Documentation

Here you can find templates to standardize your SOP's. You
will also find a philosophy for naming...

IT Procedure - Security Assessment
CMMC and NIST 800-171 requires a security assessment is
completed a determined frequency. We reco...

IT Standard - Organizing Documentation

When you create a lot of documentation, it will become
unmanageable unless you need to create sta...
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IT Procedures - Change Management

Change management is a requirement, but in smaller, agile
companies who can't wait a month to mee...

IT Procedures - Escalations

A written process for quick escalation of issues is a core
process for any IT Team. Use this exam...

IT Standard - Passwords

In a CMMC assessment, an assessor will be looking for
written standards and processes to assure t...

IT Standard - Separation of Duties
Separation of Duties is required in NIST 800-171, but
especially in smaller M5P's, may be difficu...

IT Procedures - New PC | New User

These are SOP templates for Configuring new computers and
new users.

IT Procedures - User Separation

Use this template to create your process for the immediate
actions to take upon the separation (f...

IT Procedures - User & Equipment
Decommissioning

After a period of time, users should be purged from systems,
and eguipment must be taken out of w...

IT Procedures - Media Sanitation & Destruction
To properly manage assets and align with the Media
Protection practice area, you must have docume...

IT Procedures - Naming Standards

¥You must document naming standards for how you intend to

name computers, servers, firewalls, etc....

IT Procedures - Respond to Malware / Virus

To assure the same actions are taken when a potential or
actual infection takes place, you must c...
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IT Procedures - System Flaw Remediation
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IT Procedures - Reviewing Vulnerabilities & SLAs

Mew vulnerabilities are constantly being discovered. ltis

impartant to have a process in place ...

IT Procedures - Security Advisories

Monitoring System Security Alerts for known vulnerabilities

ana attacks,

IT Procedures - Scrubbing CUI from Unauthorized
Location
Clients with CMMC Level 2 Compliance have reqguirements to

protect Controlled Unclassified Informa...

IT Procedure - M365 - Evicting a Cyber Actor From
M365 Account

When a hacker gains access to an Microsoft 365 Ema

at they are

m

IT Procedure - Authorizing New MSP Team
Members To

As the controls require that ALL users are authorized o

ystem that contains CUI, you...

Letter of Intent to certify at CMMC L2

With the publishing of the Proposed CMMC Rule from the

g
Department of Defense, its clear that MSPs...

Baseline Configuration - Policies
Baseline configurations will differ widely depending on the

e
CMMC scope and technology in use. Ba...

Media Marking, Handling, & Destruction
Find information here about how to properly mark CUI

OCUMENTs, as Well as :-EI"'IF'E:'E'_'- O Create st.

Interconnection Agreement
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Screening External Parties for CUl Sharing
Procedure

tis Necessary to screen external OrganiZaoons like PC:EI":iE

SUDCONTraciors Or DUsINEsSs partne..

DFARS Vendor Attestation

All contractors that do work for the Department of Defense

rust comply with DFARS 252 204.7012. U...

CUl Job Marking Aid

CUI Handlers are required to precisely mark CU| so recipients

know it's CUI, its category, and an...

SOn ATy Contractor Suitability

any of your clients use subcontractors that may process,

=

rore, or transmit FCI andfor CUlin ..

g Client Procedures
5 Here you will find procedure templates for your dlient's

business processes in relatdon vo CMMC C...

User Change Request Process

All user requested changes to the system or technica

SMVIronMment mMust De reviewed and EIPFI'C".'EC-":'...

BT TERMPLATES List Templates

We provide you with instructions on how to run your CMMC compliance program, now, and
in the future. We will show you how to navigate the CMMC Compliance program using the
Toolkit files. Everything you require to get started towards your CMMC Level 2 certification
is included. The only thing missing is you!



Cybersecurity Compliance Program Lifecycle
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Analyzing and Planning
to protect your most
valuable asset
Your business

CMMC CYBERSECURITY COMPLIANCE PROGRAM
ONBOARDING ROADMAP

PROGRAM KICK OFF .
Revieww Starter Checkiists. s
Meeting Schedule Cadence "
Revisww CAMMC Complance =
Program Onboarding Rosdmap
GAP ASSESSMENT
Reviews of current documentation, technical settings. procedures,
and CIN and FCI flow to determine any gaps in CMMC Compliance
Updabe 58P and create projects based om POWMM ibems.

DOCUMENTATION ONBOARDING

DATA FLOW DIAGRAM
Diagram how FCl and G flow in, are handed,
Floww cut, and who is authorized to access

POLICIES & PLANS
Information Sensitivity & Flow Plan Information Security Policies
Incident: Rlesponsa Flan & Iincident: Acceptable Use Policy
Response Report Template Tirstiring sand =
Business Continuity - Disaster
Asset Management PlanIT Rosdmap

PROCEDURES
Wisitor Faciity Access Procedurs Media Sanitization & Destructon SOF
HR Onbearding, Offboarding. & System Flaw Remediation Process

Transfer Procedures .

- % Er Respond to hl'lalwar{e Wirus Infecton S0P
) Baseline Configuration S0OPs (Servers,

Caonfigure a MNew PC S0P Hypervisors, Firewvalls, Switches, Access

Decommissioning Computers & Paints, Printers, atc,

Sarvers

SUPPORTING DOCS, LISTS, DIAGRAMS
Metwork & ChWVBC Assets Diagrams
Approwved Software List
Approwved Remowvable Media List




